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February 22, 2024 



Dear Provider,


The purpose of this notice is to inform you of a recent cyber-attack incident that has impacted operations at Health Services for Children with Special Needs, Inc. (HSCSN) 

HSCSN holds a contract with Change Healthcare; a technology vendor that offers an array of financial, revenue cycle, and clinical informatic solutions to health plans and health care providers across the country. Today, we were made aware of a cyber security event with Change Healthcare. In response to this cyber event, Change Healthcare took immediate action to disconnect systems and data feeds to prevent further risk of impact to health care clients and patients. We expect this to be a temporary disruption, however as of close of business Thursday February 22, 2024, it has been reported as unresolved. 

As a result of the cyber security risk, HSCSN must implement a temporary pause of those operational functions supported by Change Healthcare. The temporary pause includes:

· Electronic claims submission: HSCSN cannot receive claims and we encourage providers to discontinue use of their Change Healthcare connections to attempt claims submission at this time. 
· Electronic Funds Transfer (EFT), ACH, and check payments: HSCSN is unable to make claims payments to providers until this issue is resolved. 
· Online Eligibility Verification: Providers are unable to check real-time HSCSN enrollee eligibility. 
· Online Claims Status: Providers are unable to check claims status for HSCSN claims. 

Steps for Providers to take to safeguard their practices and stay informed as this risk is being researched and resolved:
· Providers are highly encouraged to not use their saved username and passwords, to access any Change Healthcare products, and are encouraged to clear their cache, and cookies, for any Change healthcare related information.
· Providers can subscribe to real-time updates from Change Healthcare at https://status.changehealthcare.com/incidents/hqpjz25fn3n7#
Until this issue is resolved by Change Healthcare, providers may use the following alternatives to verify eligibility, benefits, submission of claims and check claims status: 
· Providers can reach HSCSN’s Customer Care Team at (202)467-2737. 
· Providers can drop claims on paper and submit them to HSCSN at: Health Services for Children with Special needs; P.O. Box 29055 Washington, DC. 20017


HSCSN will continue to monitor the status of the disruption over the next 24 hours and determine the next steps towards business continuity and security safeguards, as appropriate. HSCSN is exploring optimal claims payment alternatives should claims payment processes continue to be impacted. Should you have any questions, please contact your Provider Relations Representative. 

[image: ]Sincerely, 
Chief Operating Officer, HSCSN

● ● ● ● ● ● ● ● ●
Health Services for Children with Special Needs, Inc. 1101 Vermont Avenue NW, Ste 1201, Washington, DC 20005 (202) 467.2737,
HSCSN Wellness Center 3400 Martin Luther King Jr. Avenue SE, Washington, DC 20032 (202) 580.6485
hscsnhealthplan.org
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For more information visit www.hscsnhealtnplan.org.
For reasonable accommodations please call (202) 467-2737.

If you do not speak and/or read English, please call 202-467-2737 between 7:00 a.m.
and 5:30 p.m. A representative will assist you. English.

Si no habla o lee inglés, llame al 202-467-2737 entre las 7:00 a.m. y las 5:30 p.m.
Un representante se complacera en asistirle. Spanish.

ShI7AHIE 1 05705 091 JOPRFN NUFY L 7:00 NG hAth &1 5:30 AA- 7H, (AN &TC
202-467-2737 10°%.0Q hCSH T971T+ LFA

Néu ban khong noi vaihosc doc tiéng Anh, xin goi 202-467-2737 tir 7 giey 00 sang
@én 5 gitr 30 chidu. S& co ngudi dai dien gidp ban. Vietnamese.

AL RE R/ ST REBIERER | FRTE LR 7:00 BT/ 5:30 ZHI#A (202) 467-
2737 T, FlMEH{LFHEB . Iraditional Chinese.
YOI 2 Th3tE ROHAIZ{LE FOIE X REtAIE B2, 28 7AI 0020|H 2F 54 30&
AHO[0fl (202) 467-2737# 22 M3tsf FA|7| BRZL|CF SHS X/ 910| EFE LI Korean.

Si vous ne parlez pas ou lisez 'anglais, s'il vous plat appeller 202-467-2737
entre 7:00 du matin et 5:30 du soir. Un représentant vous aidera. French.
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HSCSN complies with applicable Federal civil rights laws and does not
discriminate on the basis of race, color, national origin, age, disability, or sex.
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